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What is this?

Presenter
Presentation Notes
978 MHZ  and 1090 MHZ
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Free Apps 

Presenter
Presentation Notes
FLTPlan App on Apple store free
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Aircraft Tracking

https://www.youtube.com/watch?v=KNY7Hbl9k78
https://www.youtube.com/watch?v=6v3J6MSkTgs

Nerf Gun optical tracker
Drone camera

Presenter
Presentation Notes
Mostly run by Linux and open source software.
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• Cybersecurity and Infrastructure Security Agency (CISA) 
mission: 
• Lead the collaborative national effort to strengthen the security and resilience 

of America’s critical infrastructure

• CISA vision: 
• A Nation with secure, resilient, and reliable critical infrastructure upon which 

the American way of life can thrive

CISA Mission and Vision 

Presenter
Presentation Notes
We are one agency with one mission and one vision. This is the mission and vision for every division, branch, and office within CISA.  The purpose of every program, service, and tool CISA offers is to support this mission and vision. 
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 CISA consists of: 

CISA in Brief 

Cybersecurity 
Division

Emergency 
Communications 
Division

Infrastructure 
Security Division 

National Risk 
Management 
Center

Federal 
Protective 
Service 

Presenter
Presentation Notes
As I said, we are one agency with one vision and one mission. We carry out our mission and implement that vision through our respective areas of expertise.  The legislation created the 3 divisions focused on critical infrastructure – one expert in cybersecurity, one in emergency communications, and one in physical security.  You will hear more about what we do in the Cybersecurity Division a bit later.  The Emergency Communications Division supports and promotes communications used by emergency responders and government officials to keep America safe, secure, and resilient and leads the Nation’s operable and interoperable public safety and national security and emergency preparedness (NS/EP) communications efforts.As we do in the Cybersecurity Division, the Infrastructure Security Division conducts and facilitates vulnerability and consequence assessments to help critical infrastructure owners and operators and State, local, tribal, and territorial partners understand and address physical risks to critical infrastructure. It also provides information on emerging threats and hazards as well as tools and training to partners in government and industry manage risks to their assets, systems, and networks.The National Risk Management Center, created in July 2018, is a planning and analysis center working to identify and address the most significant risks to our nation’s critical infrastructure and works in close coordination with the private sector and other key stakeholders in the critical infrastructure community to: identify, analyze, prioritize, and manage the most strategic risks to our national critical functions. The Center’s work includes:Identifying and validating a list of National Critical Functions to enable understanding of infrastructure interdependencies, risks, and impacts; Developing consensus recommendations to identify and manage risk to the global Information and Communications Technology (ICT) Supply Chain, through an ICT Supply Chain Risk Management Task Force, a public-private partnership to examine and develop consensus recommendations to identify and manage risk to the global ICT supply chain. Undertaking a Pipeline Cybersecurity Initiative: using the Agency expertise of the Transporation TSA, and technical cybersecuritycapabilities of the NCCIC, this initiative will work with pipeline asset owners and operators to include an in-depthreview and evaluation of the control system’s network design, configuration, and interdependencies.• Election Security and Resilience: working with state and local election officials, law enforcement, and theIntelligence Community, DHS has led a committed federal effort to increase information sharing with state andlocal partners, provide technical assistance and vulnerability assessments, strengthen communication channels,and build trust.
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CISA mission: Lead the collaborative national effort to strengthen the security 
and resilience of America’s critical infrastructure

In support of that mission: Cybersecurity Advisors (CSAs):

• Assess: Evaluate critical infrastructure cyber risk.

• Promote: Encourage best practices and risk mitigation strategies. 

• Build: Initiate, develop capacity, and support cyber communities-of-
interest and working groups.

• Educate: Inform and raise awareness.

• Listen: Collect stakeholder requirements.

• Coordinate: Bring together incident support and lessons learned.

Cybersecurity Advisor Program

Presenter
Presentation Notes
As I said, we at CISA have one mission:  to lead the collaborative national effort to strengthen the security and resilience of America’s critical infrastructure. We do so by providing direct coordination, outreach, and regional support and assistance to protect cyber components essential to the Nation’s critical infrastructure. The purpose of CISA’s Cybersecurity Advisor program is to promote and further cybersecurity preparedness, risk mitigation, and incident response capabilities of public and private sector owners and operators of critical infrastructure, and state, local, tribal, and territorial (SLTT) governments, through stakeholder partnerships and direct assistance activities which we undertake with you at no cost to you.  All our services, programs, and tools we offer to you are strictly voluntary – you do not have to use any of them – and ALL are free – there is no charge to you whatsoever for any service and tool we offer. Specifically, to promote the security and resilience of critical infrastructure we: Undertake risk-based cybersecurity assessments  -- such as the Cyber Resilience Review (CRR), Cyber Infrastructure Survey (CIS), and the External Dependency Management (EDM) assessment, which are all free to the critical infrastructure owner and operator, whether SLTT or private sector; Promote use of best practices such as the NIST Cybersecurity Framework, which is designed as a foundation upon which industry and government can better manage and reduce their cyber risk;Build and strengthen private-public cybersecurity partnerships through information exchanges, and cyber protective visits;Educate by raising awareness of various cybersecurity services offered by CISA and other federal and local government programs through cyber resilience workshops,  keynotes, panel discussions, and program briefs;Listen to stakeholder requirements and needs through various working groups, tabletop exercises, and other technical exchanges; andCoordinate direct assistance and resourcing support conducted in times of cyber threats, disruptions, and attacks. 



CSA Deployed Personnel
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Resilience Defined

“… the ability to prepare for and adapt to changing conditions and 
withstand and recover rapidly from disruptions. Resilience includes 
the ability to withstand and recover from deliberate attacks, 
accidents, or naturally occurring threats or incidents…”

- Presidential Policy Directive 21
February 12, 2013

Protect (Security) Sustain (Continuity)

Perform (Capability) Repeat (Maturity)

Presenter
Presentation Notes
This is the official definition of resiliency per the presidential policy directive we work under. Resiliency is essential for critical infrastructure.  As the Directive notes, critical infrastructure must be secure and able to withstand and rapidly recover from all hazards, and that’s where resiliency comes in. The Spring represents resilience.  It has tolerances.  Exceed those tolerances, it becomes a useless wire or  smashed disc.  When a spring is coiled as this is, it is able to completely function as expected, and, if stretched in some way, it bounces back and functioning within its expected or planned limits. And speaking of planning, the chart represents the aspects of resiliency – resiliency helps protect your infrastructure to sustain attacks and to perform, and to repeatedly be available. 
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• Identifying and mitigating risks,
• Planning for and managing vulnerabilities and incidents,
• Performing service-continuity processes and planning,
• Managing IT operations,
• Managing, training, & deploying people,
• Protecting and securing important assets, and
• Working with external partners.

Operational Resilience in Practice

Operational resilience emerges from what we do, such as: 

Presenter
Presentation Notes
We look at resilience through a broad lens encompassing cyber risk as well as other risks your organization faces. Operational resilience emerges through understanding, identifying, and managing risk – regardless of the type of risk.  
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Working toward Cyber Resilience

Follow a framework or general approach to cyber resilience.  
One successful approach includes:

Identify
Services

Create Asset 
Inventory

Protect & 
Sustain
Assets

Manage 
Disruption

Exercise 
& Improve

Identify 
and 
prioritize 
services

Identify assets 
and align 
assets to 
services and  
inventory 
assets

Establish risk 
management, 
resilience 
requirements, 
control 
objectives, and 
controls

Establish 
continuity 
requirements 
for assets 
and develop 
service 
continuity 
plans

Define 
objectives for 
cyber 
exercises, 
perform 
exercises, and 
evaluate results

Process Management and Improvement

Presenter
Presentation Notes
The world’s largest banks developed this approach and CISA adapted it to assist critical infrastructure owners and operators in the public and private sectors.  Our Cyber Resilience Review assessment also make use of these concepts – we evaluate to understand an organization’s capacities and capabilities in performing, planning, managing, measuring, and defining cybersecurity practices and behaviors in 10 domains which are:  1. Asset Management, 2. Controls Management, 3, Configuration and Change Management, 4. Vulnerability Management, 5. Incident Management, 6. Service Continuity Management, 7. Risk Management, 8. External Dependency Management, 9. Training and Awareness, and 10. Situational Awareness., Our Cyber Resilience Review helps you measure yourself against the Cybersecurity Framework, developed by the National Institute of Standards and Technology or NIST, in collaboration with the public and private sectors.  The Framework should be every organization’s first line of defense for it offers an easily adaptable and repeatable foundation for how you can assess and improve your ability to prevent, detect, and respond to cyber attacks.  This is a living document, and we are now working on Version 1.1.  You see five function areas which are key to cybersecurity: 1. Identify, 2. Protect, 3. Detect, 4. Respond, and 5. Recover. 
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• The Cybersecurity 
Framework 

• Establishes a common 
perspective and vernacular,

• Provides risk-based 
guidelines,

• Is collaboration-oriented, and
• Is internationally recognized.

• For more information, visit 
nist.gov/cyberframework

NIST Cybersecurity Framework

Presenter
Presentation Notes
The NIST Cybersecurity Framework should be every organization’s first line of defense. The Framework will help you prioritize cybersecurity resources, make risk decisions, and take	action to reduce risk. It enhances cybersecurity communication within an organization and with other needed organizations such as partners, suppliers, regulators, and auditors, and you identify, manage, and assess cybersecurity risks. The National Institute of Standards and Technology or NIST for short, developed the Framework with public participation through working groups and comment periods on published documents. The Framework offers a policy framework for how you can assess and improve your ability to prevent, detect, and respond to cyber attacks.  This is a living document – an updated version, Version 1.1, was released April 2018 after workshops and public comment.  You see five function areas which are key to cybersecurity: 1. Identify, 2. Protect, 3. Detect, 4. Respond, and 5. Recover. 

http://nist.gov/cyberframework
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Cybersecurity Framework Summary
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ASSESSMENTS
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• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Phishing Campaign Assessment (Technical)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical)

Range of Cybersecurity Assessments 

TECHNICAL
(Network-Administrator 

Level)

STRATEGIC
(C-Suite Level)

Presenter
Presentation Notes
We have a broad range of assessments.  Some are best undertaken with technical folks, others with executives. All assessments are no- cost and all are voluntary. 
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VULNERABILITY SCANNING

Presenter
Presentation Notes
CISA offers vulnerability scanning – formerly known as Cyber Hygiene scanning – of Internet-accessible systems for known vulnerabilities on a continual basis as a no-cost service. 
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Vulnerability Scanning

Purpose: Assess Internet-accessible systems for 
known vulnerabilities and configuration errors.

Delivery: Online by CISA

Benefits: 
• Continual review of system to identify potential 

problems
• Weekly reports detailing current and previously 

mitigated vulnerabilities
• Recommended mitigation for identified vulnerabilities

• Network Vulnerability & Configuration 
Scanning

• Identify network vulnerabilities and weakness

Presenter
Presentation Notes
As potential issues are identified, DHS notifies impacted customers so they reduce risks to their systems to keep the vulnerabilities from being exploited by the bad guys. The service enables participants to reduce exposure to exploitable vulnerabilities, which decreases stakeholder risk while increasing the Nation’s overall resiliency. In addition to the weekly reports, special reporting and notices may be undertaken as certain urgent issues arise. CISA may conduct enhanced or special scans and provide special reports to help you battle unexpected risks. 
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INCIDENT MANAGEMENT

18

Presenter
Presentation Notes
All the free services and programs CISA offers – if you make use of them can help you to be more resilient – threat information sharing, assessments, monitoring, all are needed.  But – as much as you improve your cybersecurity standing there is a chance your defenses will be breached and incidents occur.  We must prepare for what we working to avoid. 
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Federal Role in Cyber Incident Response, 

Federal Role in Cyber Incident Response
• Threat Response: Attributing, pursuing, 

and disrupting malicious cyber actors and 
malicious cyber activity. Conducting criminal 
investigations and other actions to counter 
the malicious cyber activity.

• Asset Response: Protecting assets and 
mitigating vulnerabilities in the face of 
malicious cyber activity, reducing the 
impact to systems and data; strengthening, 
recovering, and restoring services; identifying 
other entities at risk; and assessing potential 
risk to broader community.

Presenter
Presentation Notes
After receiving a cyber incident report, the Federal Government focuses its efforts on Threat Response and Asset Response. Irrespective of the incident type or the corresponding response, federal agencies work together to help affected entities understand the incident, link related incidents, and share information to rapidly resolve the situation while protecting privacy and civil liberties. 
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1. Get leadership support for incident management planning.

2. Establish an event-detection process.

3. Establish a triage-and-analysis process. 

4. Establish an incident-declaration process.

5. Establish an incident-response and recovery process.

6. Establish an incident-communications process.

7. Assign roles and responsibilities for 
incident management.

8. Establish a post-incident analysis and 
improvement process.

Resource: CRR Supplemental Resource Guide, 
Incident Management. 

Incident Management Planning Helps Mitigate Effects

Presenter
Presentation Notes
As Winston Churchill said, “He who fails to plan is planning to fail."Here is a list of the basic elements of an incident management plan. And after you develop the processes and roles are assigned, test, test, test, test. Just as we have assessment and information sharing resources for you, we have an online guide to help you develop each element. In fact, we have several online guides to help you. The Cyber Resilience Review (CRR) resource guides were developed to help organizations implement practices to improve in a CRR report. Although the guides were developed for organizations that had a CRR, they are useful to any organization who wants to implement or increase operational resilience capabilities for critical cyber dependent services. And as a reminder, the CRR captures an understanding and qualitative measurement of an organization’s operational resilience and its ability to manage operational risks to critical services and their associated assets, which provides a needed starting point for improvement.   Each resource guide can be downloaded and used independently. There is no prerequisite to having undergone a cyber resilience review. When you use more than one resource guide you will be able to make use of the complementary materials and suggestions.
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CISA’s National Cybersecurity and Communications Integration Center 
(NCCIC) works to reduce the risk of systemic cybersecurity and 
communications challenges in our role as the Nation’s flagship cyber defense, 
incident response, and operational integration center. 

National Cybersecurity and 
Communications Integration Center

Core efforts include:
• Information exchange 
• Training and exercises 
• Risk and vulnerability assessments 
• Data synthesis and analysis 
• Operational planning and coordination
• Watch operations
• Incident response and recovery

Presenter
Presentation Notes
I mentioned how we are a small cybersecurity field force with immense reach-back and scalability.  One of our immense reach-back capabilities is with a CISA sister group, the National Cybersecurity and Communications Integration Center, or “NCCIC” for short. Since 2009, the NCCIC has served as a national hub for cyber and communications information, technical expertise, and operational integration by operating our 24/7 situational awareness, analysis, and incident response center. NCCIC partners include information sharing and analysis centers in the 16 infrastructure sectors, law enforcement, national intelligence, and international.  
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• State Fusion Centers

• Multi-State Information Sharing and Analysis Center 
• Focal point for cyber threat prevention, protection, 

response and recovery for state, local, tribal, and 
territorial governments. 

• Operates 24 x7 cyber security operations center, 
providing real-time network monitoring, early cyber 
threat warnings and advisories, vulnerability identification 
and mitigation and incident response. For more information, 
visit www.cisecurity.org/ms-isac or email info@msisac.org

• ISACs and ISAOs
• Information Sharing and Analysis Centers (ISACs) or Organizations (ISAOs) are 

communities of interest sharing cybersecurity risk, threat information, and incident 
management to members. For more information on ISACs, visit  
www.nationalisacs.org. For more on ISAOs visit www.isao.org/about. 

Additional Information Sharing Opportunities

Presenter
Presentation Notes
Funded by CISA, the Multi-State Information Sharing and Analysis Center offers a broad range of services for state, local, tribal, and territorial governments. MS-ISAC also supports the Elections Infrastructure ISAC, which was stood up in March 2018.  MS-ISAC and the EI-ISAC are based in the non-profit Center for Internet Security. ISACs are focused on a specific industry sector such as financial services, automotive, energy, health, nuclear, etc. and help sector critical infrastructure owners and operators protect their facilities, personnel and customers from cyber and physical security threats by collecting, analyzing, and sharing threat information to members. ISACs also provide members with tools to mitigate risks and enhance resiliency. Some organizations, however, do not fit neatly in an established sector or have unique needs. Organizations that cannot join an ISAC but want the benefits of similar structures could benefit from membership in an ISAO.  The White House in 2015 issued Executive Order 13691 directing DHS to encourage development of Information Sharing and Analysis Organizations. 

http://www.cisecurity.org/ms-isac
mailto:info@msisac.org
http://www.nationalisacs.org/
http://www.isao.org/about
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Technical Training 

Chicago Next



24

• Periodic assessments are essential for resilience

• Can’t protect if you don’t know what needs protection

• Can’t fix what needs to be fixed if you don’t know what’s wrong

Criticality of Periodic Assessments

Presenter
Presentation Notes
Periodic cybersecurity assessments are essential to your serving your customers and constituents. I earlier spoke about operational resilience and the need to create the conditions for resiliency to develop to keep your infrastructure performing as you need it to – assessments are a big part of building resiliency.  In a nutshell, assessments . Today, almost all organizations that hold sensitive data are legally bound to have period cyber security assessments.
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Protected Critical Infrastructure Information (PCII) Program 
Guards Your Information 

• Sensitive critical infrastructure information voluntarily given to 
CISA is protected by law from
• Public release under Freedom 

of Information Act requests, 
• Public release under State, local, 

tribal, or territorial disclosure laws, 
• Use in civil litigation and 
• Use in regulatory purposes.

Protected Critical Infrastructure Information Program

Presenter
Presentation Notes
As I discuss the different assessments we offer you, please know the information you share is protected from public release. Per the Critical Infrastructure Information Act of 2002, part of the Homeland Security Act of 2002 which created DHS, Congress prohibited from public release certain information given to DHS used for homeland security purposes. Competitors, media, and regulators can’t get this information from DHS.  Congress passed the CII Act to encourage organizations to share critical infrastructure information with us.  There is a very easy process to follow to get this protection.  Basically, the process is a simple request asking for the protection, and that is part of every assessment process. 
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Cybersecurity and Infrastructure Security Agency 

General Inquiries
cyberadvisor@hq.dhs.gov

CISA Contact Information
Harley D. Rinerson
Chief of Operations – Central 
U.S. 
Cybersecurity Advisor Program

harley.rinerson@hq.dhs.gov
202.809.3314

Contact
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BACK-UP SLIDES
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ADDITIONAL 
CYBERSECURITY RESOURCES
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• Resource Guides: Created to help organizations enhance 
their resilience in specific Cyber Resilience Review (CRR) 
domains.

• CRR Tools: Helps move organizations from initial capability 
to well-define capability in security management areas

• CRR Domains: Includes the CRR 10 “domains” each 
representing a capability area foundational to an 
organization’s cyber resilience. 

• Content: While the guides were developed for organizations 
to utilize after conducting a CRR, these publications provide 
content useful for all organizations with cybersecurity equities. 

• Flexibility in Use: Moreover, the guides can be utilized 
as a full set or as individual components, depending on 
organizational preference and/or need.

• For more information, 
visit US-CERT.gov/ccubedvp/assessments

Resource Guides

Presenter
Presentation Notes
Cyber Resilience Review Resource Guides were created in the context of the CRR, but you don’t need to have had a cyber resilience review to benefit from the guides.  There are 10 guides in the series, one guide for each domain.  The 10 domains are: 1. Asset Management, 2. Controls Management, 3. Configuration and Change Management, 4. Vulnerability Management, 5. Incident Management, 6. Service Continuity  Management, 7. Risk Management, 8. External Dependency Management, 9. Training and Awareness, and finally,10. Situational Awareness. 

https://www.us-cert.gov/ccubedvp/assessments#ten-domains
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PHISHING CAMPAIGN 
ASSESSMENT

Presenter
Presentation Notes
Phishing continues as a top attack tactic. The Phishing Campaign Assessment (PCA) is a free, no cost to the user – 6-week online engagement offered to state, local, tribal, and territorial governments and private sector critical infrastructure entities. that evaluates an organization’s susceptibility and reaction to phishing emails. The results of a PCA are meant to provide guidance, measure effectiveness, and justify resources needed to defend against spear-phishing and increase user training and awareness.Delivered ByThe National Cybersecurity Assessments and Technical Services (NCATS) Team conducts Phishing Campaign Assessments.DeliverablesPCA Report highlights organizational clickrates for varying types of phishing emails and summarizes metrics related to the proclivity ofan organization to fall victim to phishing attacks.Assessment Logistics•Execution of the DHS Rules of Engagement agreement•Pre-assessment coordination and scheduling: two weeks•Time needed to complete the assessment: six weeks•Personnel required to perform assessment: customer designated Point of Contact and Coordination•Timeframe for return of assessment results: two weeksFor more information, or to get started, contactncciccustomerservice@hq.dhs.gov
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Purpose: Test an organization’s susceptibility and 
reaction to phishing emails.

Delivery: Online delivery by CISA

Benefits:

 Identify the risk phishing poses to your organization

 Decrease risk of successful malicious phishing 
attacks, limit exposure, reduce rates of exploitation

 Receive actionable metrics

 Highlight need for improved security training 

 Increase cyber awareness among staff

Phishing Campaign Assessment

Presenter
Presentation Notes
Phishing is a common attack tactic used to obtain entry into your operating environment and gain access to sensitive systems. The Phishing Campaign Assessment (PCA) is a free, no cost to the user – 6-week online engagement offered to state, local, tribal, and territorial governments and private sector critical infrastructure entities testing your people’s  susceptibility and reaction to phishing emails. The results of a PCA are meant to provide guidance, measure effectiveness, and justify resources needed to defend against spear-phishing and to inform on needed staff training and awareness.The phishing campaign spans 6 weeks.  After about 2 weeks after the PCA ends, a report will be sent showing organizational click rates for different types of phishing emails and summarizes metrics related to the proclivity of an organization to fall victim to phishing attacks.
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CYBERSECURITY RESILIENCE 
REVIEW
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• Purpose: Evaluate operational resilience 
and cybersecurity practices of critical 
services. 

• Delivery: Either  

• CSA-facilitated, or 

• Self-administered

• Benefits include: Helps public and private 
sector partners understand and measure 
cybersecurity capabilities as they relate to 
operational resilience and cyber risk

Cyber Resilience Review

CRR Question Set & Guidance

Presenter
Presentation Notes
The goal of the Cyber Resilience Review, or CRR, is to understand an organization’s operational resilience and ability to manage cyber risk to its critical services during normal operations and times of operational stress and crisis. The CRR is based on the CERT Resilience Management Model [http://www.cert.org/resilience/rmm.html], a process improvement model developed by Carnegie Mellon University’s Software Engineering Institute for managing operational resilience. The Review is a no-cost method to assess cybersecurity postures and measure your standing against the NIST Cybersecurity FrameworkOne foundational principle of the CRR is the idea that an organization deploys its assets (people, information, technology, and facilities) to support specific operational missions (i.e., critical services). Applying this principle, the CRR seeks to understand an organization’s capacities and capabilities in performing, planning, managing, measuring, and defining cybersecurity practices and behaviors in various areas. 
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EXTERNAL DEPENDENCIES 
MANAGEMENT ASSESSMENT
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• Purpose: Evaluate an entity’s management of 
their dependencies on third-party entities 

• Delivery: CSA-facilitated

• Benefits:

• Better understanding of the entity’s cyber 
posture relating to external dependencies

• Identification of improvement areas for 
managing third parties that support the 
organization

External Dependencies Management Assessment

EDM process outlined per the 
External Dependencies 
Management Resource Guide

Presenter
Presentation Notes
The EDM Assessment is a no-cost, voluntary, interview-based evaluation of an entity's management of their dependencies on third-party vendors of in the information and communications technology (ICT) supply chain. The array of these suppliers is vast and includes contracted vendors as well as infrastructure and shared or public services, (e.g., power, water, fire, police, emergency operations, and road and air transportation). Through EDM assessments, entities can learn how to manage those risks from external dependencies in the ICT supply chain. Failures in managing these risks have resulted in incidents affecting millions of people. Other examples of ICT dependencies include externally provided web and data hosting, telecommunications services, and data centers, and any service depending on the secure use of ICT.After the assessment, you will receive a report created exclusively for your own use. The report includes each assessment question and answer, with a mapping graphic showing the assessed areas and options for improvement. Options are based on recognized standards and best practices. 
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CYBER INFRASTRUCTURE 
SURVEY

Presenter
Presentation Notes
The CIS focuses on a service‐based‐view versus a programmatic‐view of cybersecurity. The Cyber Infrastructure Survey (CIS) is a no-cost, voluntary survey that evaluates the effectiveness of organizational security controls, cybersecurity preparedness, and overall resilience. CIS assesses the organization’s cybersecurity practices in place for a critical service.  It is a structured, interview-based evaluation focusing on more than 80 cybersecurity controls grouped under 5 key surveyed topics which are:  cybersecurity management, cybersecurity forces, cybersecurity controls, cyber incident response, and cyber dependencies
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• Purpose: Evaluate security controls, cyber preparedness, 
overall resilience. 

• Delivery: CSA-facilitated 

• Benefits: 
• Effective assessment of cybersecurity controls in place for a critical service,
• Easy-to-use interactive dashboard to support cybersecurity planning and 

resource allocation), and
• Access to peer performance data visually depicted on the dashboard. 

Cyber Infrastructure Survey Highlights

Presenter
Presentation Notes
Following the assessment, you can review and interact with the findings through a user-friendly, data-rich dashboard. You can use the dashboard to compare results against industry peers, review results in the context of specific cyber and physical threat scenarios, and dynamically adjust the importance of in-place practices to see the effects on overall cyber protection



39

 Shows the low, median, and high performers
 Compares your organization to the aggregate

CIS Dashboard - Comparison

Presenter
Presentation Notes
Speaker notes needed from a CSA. 
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CRR Sample Report

40

Each CRR report includes: Domain performance of 
existing cybersecurity 
capability and options for 
consideration for all responses

A summary “snapshot” 
graphic, related to the NIST 
Cyber Security Framework. 

Comparison data with 
other CRR participants 
*facilitated only

Presenter
Presentation Notes
NIST Cybersecurity Framework: The Framework Core is a set of cybersecurity activities and desired outcomes determined to be essential across critical infrastructure sectors [2]  . The Core presents industry standards, guidelines, and practices in a manner that allows for communication of cybersecurity activities and outcomes across the organization from the executive level to the implementation/operations level. The Framework Core consists of five concurrent and continuous Functions—Identify, Protect, Detect, Respond, Recover. When considered together, these Functions provide a high-level, strategic view of the organization’s management of cybersecurity risk. The Framework Core then identifies underlying key Categories and Subcategories for each Function, and matches them with example Informative References such as existing standards, guidelines, and practices for each Subcategory [ 2] 
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EDM Assessment Report

Each EDM report includes: 
• Performance summary of 

existing capability managing 
external dependencies

• Comparison data with 
other EDM participants

• Sub-domain performance of 
existing capability managing 
external dependencies and 
options for consideration for 
all responses

Presenter
Presentation Notes
The results located on pages 11-13 in the Assessment Report provide a graphical overview of the organization’s EDM capabilities and highlights areas that may benefit from further evaluation
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Risk Response Choises

 The choices for the risk response were:
 Accept - No action is taken to respond to the risk based on the 

insignificance of the risk and/or the residual falls w/in risk tolerance
 Avoid - Action is taken to stop the operational process or the part of the 

operational process causing the risk
 Control - Action is taken to reduce the likelihood or magnitude of impact 

of the risk
 Transfer - Action is taken to transfer or share risks across the entity or 

with external parties, such as insuring against losses
 Pursue - action is taken to consciously seek out opportunity in light of the 

risk
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Malware Analysis

To submit malware:
• Email submissions to NCCIC at: 

submit@malware.us-cert.gov
• Send in password-protected zip 

file(s). Use password “infected.”
• Upload submission online: 

https://malware.us-cert.gov

Presenter
Presentation Notes
We also will analyze malware for you.  You can send us a sample via email in a password-protected file or you can upload the sample directly. 

https://malware.us-cert.gov/
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Federal Role in Cyber Incident Response, 2 of 2

Threat Response Asset Response

Federal Bureau of Investigation
855-292-3937 or cywatch@ic.fbi.gov

CISA NCCIC
888-282-0870 or NCCIC@hq.dhs.gov

Report suspected or confirmed cyber incidents, 
including when the affected entity may be 
interested in government assistance in removing 
the adversary, restoring operations, and 
recommending ways to further improve security.

U.S. Secret Service
secretservice.gov/contact/field-offices

Immigration and Customs 
Homeland Security Investigations
866-347-2423 or ice.gov/contact/hsi

Report Internet Crimes: 
FBI Internet Crime Complaint Center 
ic3.gov

Presenter
Presentation Notes
Report cybercrime, including computer intrusions or attacks, fraud, intellectual property theft, identity theft, theft of trade secrets, criminal hacking, terrorist activity, espionage, sabotage, or other foreign intelligence activity to FBI Field Office Cyber Task Forces.Report individual instances of cybercrime to the IC3, which accepts Internet crime complaints from both victims and third parties.National Cyber Investigative Joint Task ForceNCIJTF CyWatch 24/7 Command Center: (855) 292-3937 or cywatch@ic.fbi.govReport cyber intrusions and major cybercrimes that require assessment for action, investigation, and engagement with local field offices of federal law enforcement agencies or the Federal Government.United States Secret ServiceSecret Service Field Offices and Electronic Crimes Task Forces (ECTFs): http://www.secretservice.gov/contact/field-officesReport cybercrime, including computer intrusions or attacks, transmission of malicious code, password trafficking, or theft of payment card or other financial payment informationUnited States Immigration and Customs Enforcement / Homeland Security Investigations (ICE/HSI)HSI Tip Line: 866-DHS-2-ICE (866-347-2423) or https://www.ice.gov/webform/hsi-tip-formHSI Field Offices: https://www.ice.gov/contact/hsiHSI Cyber Crimes Center: https://www.ice.gov/cyber-crimesReport cyber-enabled crime, including: digital theft of intellectual property; illicit e-commerce (including hidden marketplaces); Internet-facilitated proliferation of arms and strategic technology; child pornography; and cyber-enabled smuggling and money laundering.

mailto:cywatch@ic.fbi.gov
mailto:NCCIC@hq.dhs.gov
http://www.secretservice.gov/contact/field-offices
https://www.ice.gov/contact/hsi
https://www.ic3.gov/


45

Sampling of Cybersecurity Offerings

• Response Assistance
• Remote / On-Site Assistance
• Malware Analysis
• Hunt and Incident Response Teams
• Incident Coordination

• Cybersecurity Advisors
• Assessments
• Working group collaboration
• Best Practices private-public
• Incident assistance coordination

• Protective Security Advisors
• Assessments
• Incident liaisons between 

government and private sector
• Support for National Special 

Security Events 

• Preparedness Activities
• Information / Threat Indicator Sharing
• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and Recommended 

Practices
• Cybersecurity Evaluations

• Cyber Resilience Reviews (CRR™)
• Cyber Infrastructure Surveys
• Phishing Campaign Assessment
• Vulnerability Scanning
• Risk and Vulnerability Assessments (aka 

“Pen” Tests)
• External Dependency Management Reviews
• Cyber Security Evaluation Tool (CSET™)
• Validated Architecture Design Review 

(VADR)

Presenter
Presentation Notes
Speaker notes needed by a CSA. Original slide notes: ALT Slide- general narrative on this one is “Left of “BOOM”, right of “BOOM”, where boom= incident.



46

 Structure and scoring similar to Cyber Resilience Review 

 Uses one Maturity Indicator Level (MIL) scale with three lifecycle domains.   

EDM Assessment Organization and Structure 

Relationship Formation 

Assesses whether the acquirer evaluates and controls the risks of relying on external 
entities before entering into relationships with them.

Relationship Management and Governance 

Assesses whether the acquirer manages ongoing relationships to maintain the resilience 
of the critical service, and mitigate dependency risk.

Service Protection and Sustainment

Asseses whether the acquirer accounts for its dependence on external entities as part of 
its operational activities around managing incidents, disruptions, and threats.
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Example of CIS Dashboard
Scenario:
 Where should we to invest?
 Weakest area in comparison 

to peers
 Show management 

improvement

Comparison:
 Low Performers
 Median Performers
 High Performers

Cyber Infrastructure Survey for

Threat-based PMI:
 Natural Disaster
 Distributed Denial-of-Service
 Remote Access Compromise
 System Integrity Compromise

Presenter
Presentation Notes
Speaker notes needed from a CSA.
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VALIDATED ARCHITECTURE 
DESIGN REVIEW

Presenter
Presentation Notes
The Validated Architecture Design Review or VADR, is another voluntary, no-cost assessment. A VADR evaluates your systems, networks, and security services to determine if they are designed, built, and operated in a reliable and resilient manner. 
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Purpose: Analyze network architecture, system configurations, log file review, 
network traffic and data flows to identify abnormalities in devices and 
communications traffic. 

Delivery: CISA staff working with entity staff

Benefits:

• In-depth review of network and operating system

• Recommendations to improve an organization’s 
operational maturity and enhancing 
their cybersecurity posture

• Evaluation of network architecture

Validated Architecture Design Review

Presenter
Presentation Notes
VADRs are based on standards, guidelines, and best practices and are designed for Operational Technology and Information Technology environments. The assessment includes architecture design review, system configuration, log file review, and network traffic  analysis to develop a detailed representation of the communications, flows, and relationships between devices and, most importantly, to identify anomalous (and potentially suspicious) communication flows. 
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RISK AND VULNERABILITY 
ASSESSMENT 

[PENETRATION TEST]

Presenter
Presentation Notes
The Risk and Vulnerability Assessment is a system penetration test.  Let’s talk about a penetration test, or “pen test” for short.  A pen test is an attack on a computer system with the intention of finding security weaknesses, potentially gaining access to the system, its functionality and data.  The process involves identifying the target systems and the goal, then reviewing the information available and undertaking available means to attain the goal. A pen test target may be a white box (where all background and system information is provided) or black box (where only basic or no information is provided except the company name). A penetration test will advise if a system is vulnerable to attack, if the defenses were sufficient and which defenses (if any) were defeated in the penetration test.
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• Purpose: Perform network penetration and deep technical analysis 
of enterprise IT systems and an organization’s external resistance to 
specific IT risks

• Delivery: Onsite by CISA

• Benefits: 
• Identification of vulnerabilities
• Specific remediation recommendations 
• Improves an entity’s cyber posture, 

limits exposure, reduces rates of exploitation
• Increases speed and effectiveness of 

future cyber attack responses.

Risk and Vulnerability Assessment 

Presenter
Presentation Notes
As with the evaluations, the Risk and Vulnerability Assessment or RVA is also free for you.  The RVA combines national threat and vulnerability information with data discovered and collected through and onsite assessment by CISA.  The RVA provides customers with actionable remediation recommendations prioritized by risk. Engagements are designed to determine whether and by what methods an adversary can defeat network security controls. Aspects of the assessment can include scenario-based network penetration testing, web application testing, social engineering testing, wireless testing, configuration reviews of servers and databases, and evaluation of an organizations detection and response capabilities.
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Risk and Vulnerability Assessment Specifics

Assessment Aspects 

Service Description

Vulnerability Scanning and Testing Conduct Vulnerability Assessments

Penetration Testing Exploit weakness, test responses in systems, applications, network, and
security controls

Social Engineering Craft e-mail at targeted audience to test security awareness, used as an attack 
sector to internal network

Wireless Discovery & Identification Identify wireless signals and rogue wireless devices, and exploit access points 

Web Application Scanning and Testing Identify web application vulnerabilities

Database Scanning Security Scan of database settings and controls

Operating System Scanning Security Scan of operating system to do compliance checks

Presenter
Presentation Notes
Speaker notes needed from a CSA. Here you see the different aspects of the Risk and Vulnerability Assessment.  
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